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Protected Health Information (PHI) Privacy, Security, And Confidentiality Best Practices

The use of modern technology in healthcare institutions has raised a new problem
concerning the protection of the security, safety and confidentiality of patient data in healthcare
organizations. The advent of new technologies in healthcare has raised the possibility of breaches
of data protection, privacy and confidentiality. To avoid this, the Health Insurance Portability and
Accountability Act (HIPAA) has been introduced to compel health care providers to monitor
patient data protection, anonymity and security (Iyiewuare, Coulter, Whitley, & Herman, 2018).
In order to be able to comply with these laws, a high degree of interdisciplinary cooperation and
self-discipline in the use of healthcare technologies and social networks should be maintained by
healthcare institution workers.

Privacy, confidentiality and protection for patients is a personal responsibility as a health
care provider, particularly when using smartphones and social media sites (Ross & Myers, 2017).
Any part of the health care team should adopt good personal safety improvement policies to
protect patient information. Some of these activities involve signing out of individual accounts
after each use, using a password manager, not regularly exchanging credentials and modifying
passwords, and only sharing medical information with approved persons and for the intended
purpose. Both electronic devices used for health care services must have a code to guarantee

their inaccessibility in the event of a breach by unauthorized individuals. Every member who



PROTECTED HEALTH INFORMATION (PHI): PRIVACY, SECURITY, AND
CONFIDENTIALITY BEST PRACTICE 3

intends to share patient data via the network system should encrypt the data to avoid interception,
which could compromise secrecy, security, and privacy.

One of the most common causes of HIPAA violations by health-care staff has been
identified as social media. It is widely accepted that people currently use mobile technology and
social media to exchange information, links, and data through dialogue. The use of social
networking sites can be extremely beneficial in exchanging relevant information with staff and
clients, including general medical information that patients could need to stay healthy (Gardner
& Allen, 2019). However, using social media as a health care specialist unit comes with a
number of threats. One of them is a lack of message management. It is indeed important to
remember that a tweet, even if sent by accident, will spread fast on social media, with little
regulation or limits. As a result, it is critical to ensure that no protected patient information is
sent via social media, except to a colleague. Sending confidential images, videos, audio files, or
data over social networking sites runs the risk of revealing patient data to third parties, whether
intentionally or unintentionally, putting HIPAA at risk.

When using social media to submit protected patient data, the IP addresses can be
checked to ensure that the content and information are secured. In conjunction, when engaging in
online patient engagement, adequate clinical boundaries should be enforced to protect patient
confidentiality and privacy. It's also crucial to make sure the person on the other end is the
rightful owner, rather than a third-party lurking behind the computer or the recipient's account.

Patient data protection will potentially be jeopardized if information gets into the wrong
hands. Professionals must always be cautious about what they share on social media, particularly
because they never know how the user could use the information to the public. It is difficult to

keep details shared online private, particularly on social media. As a result, it is preferable to
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protect what comes from you rather than hoping that the receiver will recognize its sensitivity
and safeguard it for you. Careless posting of info on social media will severely harm an
individual's professional reputation and also lead to legal action. As a result, it is important to

maintain a high standard of ethics while sharing any medical information on different platforms.
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